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BACKGROUND

The Mental Health and Mental Retardation Authority (MHMRA) of Harris County provides employees
with access to the MHMRA’s network communication system, which includes access to Internet services,
including electronic mail (email), web site browsing, and downloading files from Internet sites.

The MHMRA network communications system (the System) has a limited business purpose. The purpose
of the System is to assist in helping employees perform their jobs quicker and more effectively.

Employees may not use the System for commercial purposes, defined as offering or providing goods or
services or purchasing goods or services for personal use. MHMRA acquisition policies are followed for
MHMRA purchase of goods and services.

Employees may not use the System for political lobbying as defined by the applicable State of Texas
statutes. MHMRA employees may not use the System to communicate with their elected representatives or
to express their opinion on political issues.

The term “business purpose” includes use of the System for job-related activities only. MHMRA
employees are not to utilize the System for any other purpose. Employees may use the Internet for non-
business activities subject to the approval of the employee’s supervisor. The supervisor may choose to
restrict the user’s access to the Internet based on the job requirements of the user.

MHMRA employees have an obligation to use email appropriately, effectively, efficiently, and must use
discretion and security measures equal to or exceeding that of written communication/documentation.

Users of the System should have no expectation of privacy relating to their use of MHMRA of Harris
County’s Computer Networks, including electronic mail. The Agency reserves the right to audit use of
computer systems, and to access the electronic mail system and read any user’s email to ensure that it is
being used for legitimate business purposes. In addition, at the request of the unit director, email may be
“monitored. 7
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OBJECTIVES

The overall objectives of the audit were to determine whether the departments:

Managed and used resources in an efficient, effective, and economical manner
. Used Internet and email in compliance with applicable laws, regulations, policies, and procedures
. Implemented internal controls to prevent or detect material errors and irregularities

The specific objectives in this audit were to:

. Determine if systems of internal controls implemented are adequate to assure proper authorized
Internet access
Determine whether controls are in place to identify any abuse of Internet or email usage

. Determine whether appropriate policy and procedures are in place to provide Agency staff with

adequate understanding of employee responsibility and care in using the Internet and email
SCOPE

The scope of the work did not constitute an evaluation of the overall internal control structure of the unit.
The examination was designed to evaluate and test compliance with established policy and procedures and
to test the internal control over tested areas and material. The audit scope period was from May 31, 2003
through October 31, 2005,

Departmental management is responsible for establishing and maintaining a system of internal controls to
adequately comply with approved policy and procedures. The objectives of an internal control system are
to provide management with reasonable, but not absolute, assurance that assets are safeguarded against loss
from unauthorized use or theft, and that transactions are executed in accordance with management’s
authorization and are properly recorded.

Because of inherent limitations in any system of internal accounting control, errors or irregularities may
occur and not be detected in a timely manner. Also, projection of any evaluation of the system to future
periods is subject to the risk that procedures may become inadequate because of changes in conditions, or
that the degree of compliance with procedures may deteriorate.

The purpose of the audit report is to furnish management independent, objective analyses,
recommendations, and information concerning the activities reviewed. The audit report is a tool to help
management discern and implement specific improvements. The audit report is not an appraisal or rating of
management.

Although due professional care in the performance was exercised, this should not be construed to mean that
unreported noncompliance or irregularities do not exist. The deterrence of fraud is the responsibility of
management. Audit procedures alone, even when carried out with professional care, do not guarantee that
fraud will be detected. Specific areas for improvement are addressed later in this report.

Other minor findings, not included in this report, have been communicated to management and/or corrected
during the audit process. Internal Audit would like to thank the management and staff for their cooperation
throughout the audit.

METHODOLOGY
In order to meet the objectives, Internal Audit evaluated controls related to the administration of Agency
employee use of the Internet and email, tested samples, as well as reviewed policies and procedures for

compliance and completeness. Information Technology Services staff were also interviewed with
additional procedures conducted as considered necessary.
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