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MENTAL HEALTH MENTAL RETARDATION
AUTHORITY OF HARRIS COUNTY

February 4, 2005

Steven B. Schnee, Ph.D.
Executive Director
MHMRA of Harris County
7011 SW Freeway
Houston, TX 77074

Re: Business Continuity Plan - (Follow-up #BC0105)
Dear Dr. Schnee:

The Internal Audit Department has completed a follow-up audit relative to procedures for the Business
Continuity Plan for the period of October 1, 2003 through February 2, 2005.

The review was designed to assist management with the assessment of the adequacy of internal controls
related to Mental Health and Mental Retardation of Harris County (MHMRA) proceedures for a Business
Continuity Plan. Additionally, the follow-up audit evaluated compliance with any proposed/draft MHMRA
Policy and Procedure to govern such use. The audit was further designed to determine the progress made
toward implementation of the recommendations made in the original report (Audit Report #BC0104). The
review consisted primarily of conducting on-site visits, interviews with unit personnel, and reviewing
relevant documentation related to recommendations implemented.

Based on the results of the work, there were no significant examples of non-compliance with established or
proposed procedures. Accordingly, it was concluded that the Business Continuity Plan can provide
management with reasonable assurance that in the event of a loss of operational capability, that the Agency
can within a reasonable time frame, provide a limited availability of needed business resources and
supporting information technology needs to continue/resume business process.

I appreciate the cooperation extended by personnel during the course of the audit, and commend the staff
for taking continued actions to address the recommendations noted in the report.

Respectfully submitted,
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Henry Webb, CFE
Internal Auditor

CC: Bobby Brownstein, Director, Information Services
Jeanne Mayo, JD
Rose Childs, Deputy Director, Mental Health Division
Kenneth Collins, Deputy Director, Mental Retardation Division
David Witt, MPA, CPA
Eric S. Eaton, CPA
Audit Committee Members
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SCOPE AND PURPOSE

Internal Audit has completed a follow-up review related to the MHMRA Business
Continuity Plan for the period of October 1, 2003 through February 2, 2005. The
objective was to assist management with the assessment of the adequacy of the Business
Continuity Plan. Additionally, the audit evaluated compliance with audit #BC0104
recommendations

The scope of the work did not constitute an evaluation of the overall internal control
structure of the unit. The examination was designed to evaluate and test compliance with
procedures and adequacy of the Business Continuity Plan.

Unit management is responsible for establishing and maintaining a system of internal
controls to adequately safeguard assets in relation to the Business Continuity Plan which
is an integral part of the unit’s overall internal control structure. The objectives of a
system or plan are to provide management with reasonable, but not absolute assurance
that the organization can ensure the availability of needed business resources and
supporting information technology to continue/resume business processes.

Because of inherent limitations in any system of internal controls, errors or irregularities
may occur and not be detected in a timely manner. Also, projection of any evaluation of
the system to future periods is subject to the risk that procedures may become inadequate
because of changes in conditions, or that the degree of compliance with procedures may
deteriorate.

CONCLUSION

Based on the results of the audit, there were no significant examples of non-compliance
with established or proposed procedures. Accordingly, it was concluded that the
Business Continuity Plan can provide management with reasonable assurance that in the
event of a loss of operational capability, that the Agency can, within a reasonable time
frame provide a limited availability of needed business resources and supporting
mformation technology to continue/resume business processes.
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Henry E. Webb, CFE
Internal Auditor
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INTRODUCTION

An organization must take steps to ensure it is adequately prepared to cope with a loss of
operational capability. An organization’s ability to accomplish its mission can be
significantly affected if it loses the ability to process, retrieve, and protect information
that is maintained electronically. There are three main classes of events that might affect
an organization’s ability to continue business operations; an unplanned incident or
accident such as an explosion or fire, a natural cause disaster; such as a tornado or
hurricane, or a deliberate act to disrupt the operations of a business, government,
institution, or some other organization.

An essential element in preparing for such catastrophes is an up-to-date, detailed, and
fully tested continuity plan. Comprehensive continuity planning encompasses both
business continuity and information technology recovery. With business continuity
planning, an organization is ensuring the availability of all business resources and
supporting information technology needs to continue/resume business processes. For
information technology recovery planning, the organization is ensuring the availability of
information technology resources required to support the continuity or recovery of
business processes. A comprehensive continuity plan specifies emergency response,
backup operations, and restoration procedures to ensure the availability of critical
resources and facilitate the continuity of operations in an emergency situation. It
addresses how an organization will deal with a full range of contingencies, from electrical
power failures to catastrophic events, such as floods and fires. The plan also identifies
essential business functions and ranks resources in order of criticality. To be most
effective, a continuity plan should be periodically tested in disaster simulation exercises
and employees should be trained in and familiar with its use.

Criteria Used To Evaluate The Department’s Comprehensive Continuity Planning

There are currently no state regulations requiring agencies to develop, implement, and
maintain a comprehensive continuity plan. However, there are federal standards as well
as national and international standards related to comprehensive continuity planning,
accepted standards from the following sources were used:

s National Institute of Standards Technology
American Institute of Certified Public Accountants
Canadian Institute of Chartered Accountants
Information Systems Audit and Control Association
United States General Accounting Office

According to accepted standards, continuity plans should:

Be documented and approved by senior management.
Identify all critical business applications and operations.
Prioritize the critical business applications and operations.
Identify resources needed to support critical functions.
Satisfy the established maximum outage time periods.

» Include network infrastructure issues.
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